Kenneth Joe Brown

PO Box 14662
Springfield, Missouri 65814
e-mail: resume@joebrowncissp.com

Recruiting Personnel

RE: Network Security Architect/Engineer 

Sir/Madam:

I am interested in opportunities for permanent employment as a network security presales systems engineer or architect.  I am currently employed as a network security presales systems engineer with the largest computer security company.  I consistently exceed my sales revenue goals. I am a no-nonsense team leader with a talent for creating and maintaining streamlined operations.  I understand and practice the concepts of profit, sound asset management, customer service, technical competence, and product excellence.  I understand the need for and practice a “business first” philosophy in the application of technology.  I am currently a Certified Information Systems Security Professional (CISSP). 

I am skilled in the more popular security technologies such as:

	· Next Generation Firewalls
· Intrusion Prevention Systems
· Email Security Gateways
· Web Security & Proxy Gateways
	· Stateful Inspection Firewalls
· Security Event & Incident Management
· Many Virtual Private Network (VPN) brands

· Global Threat & Reputation Systems


Enclosed, find my resume.  I feel it is the best source of information on what I can bring your organization.  I am ready to start and centrally located.  For a current resume, please visit http://joebrowncissp.com/resume/resume.html. References are readily available on Linkedin.com (http://www.linkedin.com/in/joebrown). 
If I sound like the kind of person that would help the success of your company, please send e-mail to resume@joebrowncissp.com to schedule an appointment at your convenience.

Sincerely

K. Joe Brown

Kenneth Joe Brown

PO Box 14662

Springfield, Missouri 65814
e-mail: resume@joebrowncissp.com

Objective:   To secure a position as an information systems security engineer/director.  The ideal organization will have or desire a visionary leadership role in their market.
HIGHLIGHTS OF QUALIFICATIONS

· Strong network planning and troubleshooting skills.

· Frequent speaker at information security industry seminars and events.

· Top performing Pre-sales Systems Engineer for Network Security Products.

· Experienced with both internal and external computer security techniques and management.

· Dedicated to the principles of quality, teamwork, and common sense.

· Certified Information Systems Security Professional (CISSP #47074).
· Expert presentation and proof of concept management abilities.
· Highly effective in motivating and supervising employees.

· Outstanding written and oral communications skills.

· Highly developed and proven soft skills.

RELEVANT EXPERIENCE

Technical Expert
LAN/WAN Planning, Installation and Management:

· Routing & Switching
· Wireless LAN
· Virtual Private Networking


Operating Systems:

· UNIX 

· Network Operating Systems

· Microsoft Windows Operating Systems

Network Security:

· Intrusion Detection/Prevention 

· Messaging & Web Security
· Firewall implementation and administration

Proven Leadership

· Developed and implemented company and department policies.

· Coordinated and organized daily operations to ensure efficiency and effectiveness.

· Trained personnel in customer service, product and service knowledge, and general company operations.

· Evaluated employees; provided positive reinforcement to achieve performance standards.

· Managed several security and sales engineering teams.

EDUCATION

Graduate Work

University of Phoenix, Las Vegas, NV


Master of Business Administration  - 90% complete

Undergraduate

Stephen F. Austin State University, Nacogdoches, Texas


Bachelor of Business Administration

Community College of the Air Force


Associate of Applied Science - Electronic Technology

EMPLOYMENT HISTORY

Stable Team Member
08/05- Present


Sales Engineer



McAfee, Plano, Texas
06/02-08/05



Network Security Engineer (Team Lead)
Wal-Mart Stores, Inc, Bentonville, Arkansas

11/00-4/02   



Sales Engineer



Enterasys Networks, Las Vegas, Nevada

11/99-11/00



Network Security Technician

United States Air Force, Osan AB, Republic of Korea

8/96-11/99



Network Systems Technician

United States Air Force, Nellis AFB, Nevada

2/93-8/96



Airborne Defense Technician

United States Air Force, Nellis AFB, Nevada
Kenneth Joe Brown

PO Box 14662

Springfield, Missouri 65814
e-mail: resume@joebrowncissp.com

Here are examples of my accomplishments at McAfee/Secure Computing/CipherTrust, Inc., Wal-Mart Stores, Inc., Enterasys Networks and in the U. S. Air Force.  They include my router/switch, network security, planning and training backgrounds; as well as leadership & personal accomplishments.

McAfee/Secure Computing/CipherTrust, Incorporated

Sales Engineering.  As a sales engineer, I am a territory technical lead on McAfee Firewall Enterprise (Sidewinder), McAfee Email Gateway (IronMail), and McAfee Web Gateway (WebWasher). I also specialize in the Network Security Platform (IPS), including Network Threat Behavioral Analysis. I comfortably and constructively contribute in “C” level meetings. Additionally, I am adept at the thoughtful engineering of complex network security solutions that improve security postures, while reducing organizational costs. Finally, I have proven success in Fortune 500 accounts.
Top Five $1M+ Accounts. Walmart Stores, Inc., Bentonville, AR; Sigma Aldrich, St. Louis, MO; Koch Industries, Wichita, KS; DST Systems, Kansas City, MO; Jack Henry & Associates, Monett, MO
Keynote speaker at several information security seminars.  I have given several lectures for such organizations as SANS, InfraGard (FBI), the Information Systems Security Association (ISSA), the Credit Union Information Systems Security Association (CUISPA), and several smaller organizations. I have lectured on such topics as messaging security, general information security, web and application security, critical infrastructure protection, information warfare, and botnets. I have spoken at McAfee Focus 10 & 11.
Lead Western US Sales Engineering Team. Being brought on board to CipherTrust as a hands-on sales engineer manager, I have been in charge of as many as eight talented sales engineers. I have helped them improve their system engineering, system evaluation, sales, and presentation skills. This helped increase product evaluation success rates and regional revenue. I also have a direct customer base for which I am responsible. This allows me to lead by example.

Selected for major trade show representation.  I was requested by name to represent McAfee at both McAfee Focus 10 (web security) and 11 (email  security), CipherTrust for Messaging Security at RSA, TechTarget Chicago, and several smaller, industry-specific shows. I conducted several product demonstrations and presentations to large groups.  

Wal-Mart Stores, Incorporated

Promoted to team lead within eighteen months.  Leadership is crucial to the success of any organization.  My leadership skills were recognized early on and I was promoted to Network Security team lead.  I was responsible for six highly skilled engineers.  I was the primary escalation point for all issues regarding network security, including customer relations (internal and external) and event management.

Evaluated and recommended security systems.  I have been exposed to several leading network security systems and evaluated function, scalability, and manageability for a global enterprise network.  This would include intrusion detection & prevention systems, security management systems, firewalls, virtual private network systems, secure e-mail gateways and wireless security applications.  The most important knowledge I have gained is how and why to always use a “business first” philosophy when applying technology.

Engineered, maintained and administered a globally deployed security infrastructure.  This included hundreds of network IDS sensors, hundreds of globally deployed firewalls, VPN devices separated by business function, and a security event reporting system.

Recommended and influenced security policy changes.  Based on business need and risk tolerance, I recommended changes and additions to network security policy.  By using best practices, an intimate knowledge of normal business network traffic, and the goal of minimizing risk, I was able to make and implement well thought out and comprehensive network security policy changes worldwide.

Enterasys Networks

Sales Engineering: 
Designed Multi-floor Enterprise Network –Regional Justice Center.  Based on customer needs and cable plant, developed a fully redundant infrastructure.  The core consisted of two high-end routers running VRRP connecting each closet on a gigabit Ethernet fiber backbone.  Closet port counts ranged from 12 to over 500 ports. 

Member of team that designed and maintained 2002 Winter Olympic Games wireless network.  The following press release gives an overview:

SALT LAKE CITY and PORTSMOUTH, N.H., Feb 8, 2002 /PRNewswire via COMTEX/ -- IKANO Communications and its subsidiary, SISNA, utilizing Enterasys Networks technology, will provide wireless Internet access to the Governor's Mansion and the Devereaux House up to and during the 2002 Olympic Winter Games.

The wireless infrastructure not only provided wireless LAN services, but also a wireless WAN connecting both facilities to Sisna’s Internet point of presence.  Several dignitaries including “members of the nation’s Executive Branch” utilized this wireless network.

Designed and configured campus network for private school.  Along with other team members, I designed and configured the school’s campus network infrastructure, addressing security and growth needs.  A border router hosted a T1 circuit providing Internet connectivity, a “demilitarized zone” (DMZ) and internal ports providing gigabit connectivity to closet chassis-based Ethernet switches for users.  Security was addressed using multiple virtual local area networks (VLANs) access control lists (ACLs) and policy based routing.

Aided in the design and implementation of a major hospital network infrastructure.  I was a member of the team that designed and configured another news-making implementation of a secure wired and wireless network.

LAS VEGAS, Apr 2, 2002 /PRNewswire via COMTEX/ -- Advanced Cyber Solutions, Inc. (ACS), a leader in wireless LAN and network solutions provider, has been awarded the wireless LAN contract for University Medical Center in Las Vegas, Nevada. Advanced Cyber Solutions, an authorized Enterasys Networks channel partner specializing in wireless, will deploy the award winning Enterasys RoamAbout wireless LAN system into the hospital and sixteen Quick Care and Primary Care Centers throughout the Las Vegas metropolitan area.

The new wireless network continues a successful network upgrade by the hospital and Advanced Cyber Solutions using Enterasys Matrix Switches, Xpedition Routers and Aurorean VPN products. The network includes a complete Enterasys based gigabit Ethernet solution for the hospital.

This implementation was designed with sensitivity to HIPAA guidelines.

Gave several keynote speeches

· Lectured network security awareness for Netpath Systems’ customer base in Salt Lake City.

· Lectured on network attack methods and mitigation strategies for Pioneer Standard in Phoenix, Arizona

· Gave security awareness and implementation methods lecture to State of Utah

Selected for major trade show representation.  I was requested by name to represent Enterasys Networks for wireless networking at Networld-Interop 2001 and Intrusion Detection at RSA 2002.

United States Air Force

Installed, configured and maintained Cabletron/Enterasys and Cisco routers and switches.  I managed over 95 Cisco routers.  All of these routers were configured to pass IP and IPX traffic using static, Open Shortest Path First (OSPF) and Internal Gateway Routing Protocol (IGRP) routing protocols.  I organized a team of technicians and developed a method to upgrade these routers to Y2K compliance with less than 90 seconds downtime each.  Eventually, most of these routers were migrated to an OC-3 Asynchronous Transfer Mode (ATM) backbone using Cisco Catalyst 5x00 series layer-2 switches.  I provided considerable infrastructure data and aided in much of the implementation of this new ATM system.  Two representatives of Cisco Systems recognized me as an indispensable resource in standing up this new network backbone.  

Managed team of six network technicians.  This team was recognized on numerous occasions for its ability to execute on a moment’s notice and operate effectively in stressful, dynamic environments.

Licensed operator of the ASIM/OLS system.  The Automated Security Incident Monitor (ASIM) is a real-time packet sniffer that resides on an internet gateway and identifies suspicious network activity.  It does this based on predetermined criteria and heuristics.  These may include access to a device using a specific IP port, or keywords used in command sequences, such as accessing /etc/passwd via TFTP on a Unix system.  The On-Line Survey (OLS) is a system that evaluates a network’s security by attempting to exploit known security issues in operating systems. Both systems were predecessors to the IDS/IPS and vulnerability management tools of today.
Researched and implemented router access control lists (ACLs).  After being trained on network security and typical attacker exploits, I found that an easy, yet essential element to enterprise network security was to block undesirable services and known hostile IP addresses at the border.  This was before our network had firewalls in place.  

Instructed over 50 personnel in Network Essentials.  I developed a pilot course instructing non-technical personnel in basic network knowledge.  This included knowledge specific to how the Nellis AFB network is designed and proven methods to troubleshoot connectivity issues before calling help-desk technicians.  I also armed them with how to gather crucial network information to aid help-desk personnel troubleshoot outages.  This course was benchmarked and was taught throughout Air Combat Command.

Awarded five medals for career and single-act accomplishments.  My most cherished award was for a single act.  The medal reads, “…[Joe] Brown’s superior technical skills and commitment to excellence led to his swift, methodical troubleshooting and restoration of the Nellis Network after a failed environmental control system damaged the gateway router.  He single-handedly restored the base network within 20 minutes, preventing critical mission downtime to over 7,000 users.  His foresight and initiative saved the Air Force over 11,000 dollars in equipment replacement cost.” As with any accomplishment of this magnitude, I had a team of technicians helping me.

Current Certifications:

(ISC)2 Computer Information Systems Security Professional (CISSP)
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